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vaas_Agent: download

3.3.2 Windows-agent &%
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®3)

(4)
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(7) %% WinPcap.
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18 %2 - Windows agent = %

EGEEYR
BREFETER Vindovs agent FEMBES, HFH.

WinPcap 4.1.3 Setup

14 NinPcap 4.1.3 is already installed on this machine.
! Press Ok if you want to force the installation, or Cancel if you
want to abort the installation.

(8) H.ii “Next>1Agree > Install > Finish” , 5k Winpcap %%,

(51 WinPcap 4.1.3 Setup (= S
Welcome to the WinPcap 4.1.2
Setup Wizard
This Wizard will guide you through the entire WinPcap
installation.
For more information or support, please visit the WinPcap
home page.
hittp: ffwww . winpcap.org
Next > ] [ Cancel
(31 WinPcap 4.1.3 Setup = |

Rl) " License Agreement
v ln caP Please review the license terms before installing WinPcap 4.1.3.

Press Page Down to see the rest of the agreement.

“opyright (c) 1999 - 2005 NetGroup, Politecnico di Torino {Italy). -
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California).

Copyright {c) 2010 - 2013 Riverbed Technology, San Frandsco (California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2 Rz_adish'ibuﬁ_oljs in b__inar\,r fo_rm must repr_odu_ce the above copy_fright notice, this _Iist of =

If you accept the terms of the agreement, dlick I Agree to continue. You must accept the
agreement to install WinPcap 4. 1.3.

< Back l 1 Agree I [ Cancel
| —




(51 WinPcap 4.1.3 Setup = o £3

\ U " Installation options
i ln caP ilease review the following options before installing WinPcap

1.3

/| Automatically start the WinPcap driver at boot time

< Back l Install ]I| Cancel

51 WinPcap 4.1.3 Setup ’ (e

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4.1.3 has been installed on your computer.

Click Finish to dose this wizard.

(9) =iy “SER” . TERL Agent %



i3 =% - Windows agent P E=" .|

Windows agent iE[M)S5Thk
| P

BE TR BETEER

Windows
agent

3.3.3 Linux-agent Z23

(1) fi#)1E Agent £

a. K T EHY Linux 22258 0, A% 25 T AERY linux REERIIR H 3% .
- 32/ RGikFE linux_agent-32.tar.gz.
— 64 /7 RGikFE linux_agent-64.tar.gz.
- Arm Z2F4i% ¥ linux_agent-arm.tar.gz.

b. $UTMEE M4 tar -zxvf linux_agent64.tar.gz.
[root@localhost csmpl]# tar -zxvf linux_agent64.tar.gz
linux_agent/
linux_agent/watchAgent.sh
linux_agent/version.info

linux_agent/linux_agent.sh
linux_agent/queue.conf

linux_agent/stopAgent.sh
linux_agent/startAgent.sh
linux_agent/agent.conf
linux_agent/disable_agent_service.sh
linux_agent/audit_agent
linux_agent/enable_agent_service.sh




c. fRlk)a, B

[root@localhost csmpl# 11

S = 728

drwxr-xr-x 2 root root 4096 128 12 19:38 linux_agent
-rw-r--r-- 1 root root 741079 128 12 19:38 linux_agent64.tar.gz
[root@localhost csmpl# cd linux_agent/

[root@localhost linux_agent]# 11

= F&= 1868
-rw-r--r--
- rwXr-xr-x
“rw-r--r--

root root 89 1285 12 : agent.conf
root root 1873648 114 20 15:22 audit_agent

1

1

1 root root 179 128 2 : disable_agent_service.sh
-rw-r--r-- 1 root root 780 128 2 143 enable_agent_service.sh
-rwxr-xr-x 1 root root 1190 1283 12 19: linux_agent.sh
-rw-r--r-- 1 root root 332 114 20 15:22 queue.conf
-rwxr-xr-x 1 root root 319 111 20 : startAgent.sh
-rwxr-xr-x 1 root root 455 114 20 :22 stopAgent.sh
-rw-r--r-- 1 root root 145 128 12 :59 version.info
-rwxr-xr-x 1 root root 598 128 12 :54 watchAgent.sh

(2) WEHE.
N T RELL Agent SEELFHLE JE, TEHATLL Fdr4: sh enable_agent_service.sh.

[root@localhost linux_agent]# sh enable_agent_service.sh
/root/1lpyuan/Llinux_agent

/root/bxd/csmp/linux_agent

/root/bxd/csmp/linux_agent

start complete.

3.4 BLE M4 %
3.4.1 Linux B ERCEE %

(1) 4T vi agent.conf fic & agent.conf 3C2F, 1% N ERTUEHRLE .

[root@localhost linux_agent]# cat agent.conf
receive_device=en0d

send_device=en0

packet_filter=tcp port 3306

dst ip=172.24.1.21

(2) HHFHFRCE IS, BT LLUES) Agent.
# agent &5 sh &£ E 5 i S PUTE JE#5#1E.
o JAZh#n4: service linux_agent start B{# sh startAgent.sh.

[root@localhost linux_agent]# service linux_agent start
start Agent...start audit_agent.

start audit_agent daemon.

10



[root@localhost linux_agent]# sh startAgent.sh
start audit_agent.

start audit_agent daemon.
start complete.

o H a4 : service linux_agent restart.

[root@localhost linux_agent]# service linux_agent restart
stop Agent...stop audit_agent.

stop audit_agent daemon.

stop complete.

start Agent...start audit_agent.

start audit_agent daemon.

start complete.

o fF1k#r4: service linux_agent stop 5i# sh stopAgent.sh.
[root@localhost linux_agent]# service linux_agent stop
stop Agent...stop audit_agent.

stop audit_agent daemon.
| stop complete.

[root@localhost linux_agent]# sh stopAgent.sh
stop audit_agent.

stop audit_agent daemon.

stop complete.

(3) HAHBITHNL.
TEAT R 1R FHUT ps -eflgrep audit_agent #& Agent &7 & IEFEIE1T, S, W
CAAEIEAT
[root@localhost linux_agent]# ps -ef|grep audit_agent

root 14905 1 0 11:44 pts/1 00:00:00 ./audit_agent
root 15303 4938 0 11:44 pts/1 00:00:00 grep --color=auto audit_agent

l

BT 4+ tail f linux_agentlog 77 Agent i MU T W A R T IERS, I HNER 7

7

o

[root@localhost linux_agent]# tail -f linux_agent.log
CACHE_NUM_MAX = [20000],CACHE_SIZE = [20480]
[2019-12-13 11:47:07]server resource is prepared already, connection OK, try to send answer 6

5535

[2019-12-13 11:47:07]success to send ack info

[2019-12-13 11:47:07]Connect AAS[172.24.1.21] OK!
[2019-12-13 11:47:07]Receive packet thread start work ...

11



3.4.2 Windows L E R34 %

1. BELPR

(1) XaEpsETT0, A 3h Windows Agent.
(2) HBWFSHUE, HATRE.

Windows_Agent

Windows agent 1.0

o IP#hk: AILLIEHE IP X IPV4 502 IPV6, J5 i AR IP.

o IELIH . FHEINIWEG H, 24002 EH, 5k, 41 3306,1521.
o MR&uI: IPVAERNIEH 9999, IPV6 EH:IfiH 9998.

o  GRIMPAFIEFNZZ M BN K /N AT DA FA8 FH R AA

(3) MCEZFEME o “HEE
o IPV4iEH:

12



(@) Windows_Agent
TPt 172. 24, 1. 21
g2k 3306 | 9999
10000 Ol 201450

W Device \NFF_ {BA1 T6E0FA-GBAR-4354-A34B-BFE02AACH263} <-> feB0::419b: 6590: f28c: 5e00%12:172. 23, 1. 77

Get conf info [2019-12-13 14:569: 06]receive flow: [1 K] [12
Packet filter = tcp port 3306 plti/=]lreceive_pkt: [12] =end_plt: [0] drop_phkt:
SDevice W NPF_{BAl TAOFA-GBAG-4354-A34E- 1]

EFA0244C5253) [2019-12-13 14:59: 0é]receive_flow: [0 K] [0

Max Cache Num = 10000 plt/=]receive_pkt: [12] =end plt: [12]
Each Cache Size = 20480 drop_pkt: [0]

[2019-12-13 14 58: 48]Connect DBL syztem
[172.24.1.21] OK!

[2019-12-13 14:58: 48] Receive packet thread
start work ...

Windows

o IPV6 i%#:

@ Windaws_Agent

2001: 1995: : 5054: £1: £236: LE£0

3306 peletels
10000

Get conf info [2019-12-13 16:00: 50]receive_flow: [0 E][10
Packet filter = tcp port 3306 pkts/z]lreceive_pkt: [10] =end_pkt: [0] drop_plkt:
“Device NPF_ {FFABAB2E-1580-4431-BE0S— [0] [2018-12-13 16:00: 61]receive_flow: [1 EI[13
AAFS9841DCD3E} pkt/=z]receive_pkt: [23] send pkt: [0] drop_pkt:
Max Cache Num = 10000 [0] [2018-12-13 15 00: 62l receive_flow: [0 EI[0
Each Cache Size = 20480 pkt/s]lreceive_pkt: [23] =end_pkt: [23]
[2019-12-13 14:53: 26]Connect DBL system drop_pkt: [0]

[2001: 1995 : BO54: £f: fe38: 1f£0] OK! [2019-12-13
14:53; 26]Receive packet thread start work ...

(4) Ry “PERURSS”  EShECE S R RO R RS

13



et

4adT: 81T0%11:1

Get conf info
Facket filter = tcp port &0
WDIewice \ NFF_ {184T41B4-1077T-4T9T-41T1~

42F139TAR1A1}

Max Cache Mum = 10000

Each Cache Size = 204E0

[2019-11-14 19:20:48]Cornect DBL system
[172.24,1.14] QK!

[2019-11-14 19:28:53]Receive packet thread
start work ...

a. JCVFIRAUBUR .
PRIUEE ARRIZAT SR (Al Hfhddos, thln 360 SR FAE. D

Y BN

EEER Windows &<SAMNERER
B8 F8E7=: Microsoft Windows

o
£

v STESEED) L_2m

3

b. ARk35RRIIEB.
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m

The service was succeszsfuly added?

MHake sure that you go into the Control Panel and use

the Services applet to change the Account Mame and

Password that thiz newly installed service will use
curity Context.

2. X EREW

(1) WHEEGACE, WFEEE TS E T RS
o FRFNXF MRS WindowsAgent £ £84% 11 R 55 .

B Windows FEEEE -
ZHE EAO) BBV )
B RE | BF [ [N |mA

D i
A
WHAN hutoCond

Hetwork Sharing Service

nent (fS-Managenent)

and Selutisns Contrel Fanel Support

=2 118 CPU G 0% AT 58%

o A HILPE IR B R AT B UL B ARLIR AN 8, FF B S AR A B UORUIR A AR K E
WindowsAgent I %5 it 1715 1k
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8 Windows (FEEEE
TEF) ERO) =E(V) #EH)
oEER me | BS (mE [Bm [Be |
E= PID it i T
Zhulonef angin E=a 0 =101 T
Hwandve WHAR huteConfig 2L Loay|
wudfsve 1044 Windows Driver Foundation = User-mode Driver Fra.. IETLIE(T Load
wuansery Windows Updats net:
#Search 4998 Windows Search i
wsasve EE) Seewrity Center Loat
#pSve 3240 WallFaper Frotection Service nets
WEDBusEnum Portable Device Enumerater Service Bl Loes
WECSve Parental Controls 2L Loe:
WHSVE Web Wanagement Service 2ELE i
WMEHe tworkSve BaTZ Windows Media Player Network Sharing Service FiEiEiT TH
wniApSrv WML Performance Adapter 2L i
¥lansve WLAW kutoConfig 2EL Loat
WinkH Windows Remote Management (¥S-Management) [=E=14 Nety
Hinmgnt 1098 Windows Mansgement Instramentation FEAEETT nets
. - ITF Heb F . Servi DEI

HindowsAgant B2, Windowshgent EAEIEAT ﬁ

[WinDefend 4760 Windows Defender et ETD
HerSve Windows Error Reporting Service 2ELL Wert
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R AR R .
Hdh e 2R B EESEMY, fnOracle. Cache. SQL Server. Sybase®5:%%.
A 1 78 R R R S5 25 AN IS, I BLUE PRBUE PR (M A 5
g 45 Hh ik B P S5 A T E ) 1P LAk o

BT P 55 s v B B R A3 15, BRA
e  SQL Server: 1433

¥ 1 e HTTP: 80

e Oracle: 1521

e MySQL: 3306

N2 FH BRI RN E, AR S P DL 3%

FRYEHR 2 MR 55 28 400 P 15 B I b - R SR e 4%
. Oracle: GB2312

PRI e  SQLServer: 936
o Jift: UTF-8
2] BRANIEFEAR AR
KRR R RS TG G5 B A R T BEAT ORI
¥ ERCE IIMEEE RS . B B ERSSIP. Bl A GEATRED
HIS i RAEBH A PMHISRS, HTEBEEREE, AW AATAT.
352 BLE=E AN

P PARYE PRt DL, Hs e o TH I AT 5 R, BAR IR 2 a8 o i) (8o w1t
DAS /458Dt AIHE NI B %1

17



4 s

4.1 BREE
(1) (EMCREHT DAS B 6 U, Mok 0 SRR « SepIFIR

(2) Ry H AR RS YR, BENEEE LA U

(3) WEIYHFERBEL, B 2B, EEAFIARCE U .
(4) BRIV R RN R R R)E, Bl CHRETR .

» BEN “SEIBIR”

YREIE, REAREE CSLEIER” TR, SRR BT .

4.2 R R

(1) AERIEFEH I DAS 1=l G Ui, i 20 HTER < sepil sk
(2) iy H AR B RS PR, BEA ARSI,
(3)  HRINERSEGIE R, BTN KR, i “HE st B,

4.3 EEhEEER

(1) AEEIEEH I DAS 125G U, 20 S HTER < seplsR”
(2) ‘A H bm B e o U S A4 PR 2 D R A
(3) iy “JABN” . A BhZEEE

4.4 XABREE

(1) AERIEEH I DAS 125G U, 20 S HTER < sepl sk
(2)  RIAEAEA MR 3

o BEN CSRPIBIR”

o BEN CRPIBIR”

o BEN CSRPIBIR”

o P HARECHE B U SEPIERAESIN “EE > KM, SR P2 A R TS
o /Al FUARECHR B HS B A BRAT I e, By “OCH” . S PR P TS

4.5 IRV BRI
(1) R DAS Febl & T, S0 SRR « S5
(2) s FRMORPER IHRIERUR “H % > BIT7 , JEAS" SOBiT I

» BEN “SEBIFIER”

(3) FHINELRITHISEH]. BRESPEEL, Bl “BEiBT” . R SEMaRiT.

18

e



4.6 DASSLHIZIHA/ K 22

4.6.1 BRI BAER T AR RS T

Xt RGBT Bt 3% 1A B0 P o S, RO R LA, g TR R o e = AN B
NEPIR.

N\ N\
IEEHITREIES >EUREEHIHEILIRMIRSS »  ENEEERERIT A
/

ESPRAR PREEHA S
HHBE1~7TX FIHE8~22K ZHA23 KR LAl

o TEFRI. SEBIBIMIN 1~7 KRN BER BB o AT IE A

o [REAW: SEBIBIIN 8~22 KA. LLF B EE 2 i T 3R AR 55
FEOR BTN SR G, 08 P A TR R IR IR 55 -

o RSN SEOIEIIRES 23 R KLU . BB B B 2 T S 2 Rl
FERETBGYI N R e BB S He e o TSR IR 55, & ik i % BT .

4.6.2 #F BRI T RBERTSLBIZEL

HRIRT, BEIIKP RN, RGUR R RHSEG], AFRVFITHL, S 2 T RE AT R
BRI E5E KOS a A SR VIR At SE AT

FERLE DAS

19



A 7] {18
5 = Il a)E
1. BB agent BRI bIE?

LA

[root@localhost linux_agent]# tail -f linux_agent.log
1.14]

[2019-12-13
[2019-12-13
[2019-12-13
[2019-12-13
[2019-12-13
[2019-12-13
[2019-12-13
[2019-12-13
[2019-12-13
[2019-12-13

AT =

o MERGHIUEH. FEEMNREERI. EH itk LiZ1T netstat
T AR 55 R 5 R Bl o

[root@localhost ~

tcp 0

wma EEEY, WARREFREESEINRT, mEEE R RMEATREEESRAERK, 2=
/home/audit/ H 5% FHAT sh audit.sh, JFalfEG. BREGRR, WUrdARLshNFiEF R

.

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

20:
20:
20:
20:
21:
21:
21:
21:
21:
21:

9]
4]
9]
4]
9]Connect
4]
9]
4]
9]

44]1Connect

Connect
Connect
Connect
Connect

Connect
Connect
Connect
Connect

1# netstat -anp|grep 9999

0 0.0.0.0:9999

AAS[172.
AAS[172.
AAS[172.
AAS[172.
AAS[172.
AAS[172.
AAS[172.
AAS[172.
AAS[172.
AAS[172.

0.0.0.0:%

o AHSRPIKEGEATTIN 9999 HiF 9998 ki I .

AR

[root@localhost linux_agent]# tail -f linux_agent.log
[2019-12-13 14:24:42]Connect AAS[172.24.1.21] OK!
[2019-12-13 14:24:42]Get receive device[eth@] error!
[2019-12-13 14:24:42] thread quit ret[0]
[2019-12-13 14:24:52]backup thread quit for other thread quit.

[2019-12-13 14:24:52]Thread quit!

24.
24,
24,
24.
24,
24.
24.
24,
24,
24.

e et e e e e e e

LISTEN

error[110].
error[110].
error[110].
error[110].
error[110].
error[110].
error[110].
error[110].
error[110].
error[110].

-anp|grep 9999 @4,

9074/audit_server

[2019-12-13 14:24:52]server resource is prepared already, connection 0K, try to send answer 65535
[2019-12-13 14:24:52]success to send ack info

[2019-12-13 14:24:52]Connect AAS[172.24.1.21] OK!
[2019-12-13 14:24:52]Get receive device[eth@] error!
[2019-12-13 14:24:52] thread quit ret[0]

b3 7730: agent.conf LB SCH B ARANKS, 77 EH U AT & R
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2. Windows-agent 30{aI B R& EN £ AR 55

CHRATHA TR E agent 5 BEERSEBIAHN) , REERF LN E 4B P 7=,
ST EALE D , X H 3 N UninstallServer.bat J{IA
(T Re s Hthdeor, thln 360 Z5pi i B 24 (5 B4R, TR

|| unins000.dat 2019/11/30 9:37 DAT 324 12 KB
5 unins000.exe 2019/11/30 937 REIEAE 711 KB
UninstallServer.bat 2019/11/14 12:13  Windows #taHE... 2 KB
Tt AT St At IR

& WinPcap_4_1 3.exe 2019/9/5 1659  mEIEE 894 KB
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