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1.1 ~RIEEE T

RIS, S R R DI
o NAHMIKAN.
o  NWHMEE, WUHFIRMIEHEE.

o NHMIMRE, HREZJE RN IS

o NHRIEEEATMMER .

1.2 RHESY

X-Regionid = string

AP FHEF B X 381D

1.3 AR
1.3.1 BEHR
5y TUHRIRUSL T 3 5.
1.3.2 #%MOAR
%
1.3.3 URL 13X

/api/fappmarket/v1/apis/applications

1.341FKAN
GET

1.3.5 1B5kES#

ik

runtimeType | & string

MR, HuTMEN: vm,container,hpc,edge,vm-
image,container-operator,container-helm,hpc-
spack,edge-helm,edge-general




1.3.6

¥ = RWNIE et e

language % string HH RN, HiEAcn

arch % string CRFEERY, TTIEHEHEX86, ARMAIX86/ARM
category i string 42

source i string N YR

name i string N FH 44

pageNum i int e

pageSize % int RO R
IR[ESH

2 SHAR A

code Int RERED, IEEEH T N0
message String MR, EWENL N Asuccess
data Array IR (5] ) B A

currentPage Int EBIpR

totalCount Int Htfs e

totalPage Int LAEY ST 4

Data[0].apiVersion String i i apibfi A

Data[0].kind String LG/ it

Data[0].Metadata Object HmMELE
Data[0].metadata.name String s ) 4 7

Data[0].spec.arch String I FH 424G
Data[0].spec.category Array N FH ) 432

Data[0].spec.icon Object NAPERR, PR base6448 DL A
Data[0].spec.introduction String INAZEEAE 4
Data[0].spec.name String I
Data[0].spec.source String N FH T J& 18 I FH VR
Data[0].spec.vendor String N FH T K T
Data[0].spec.version string N FH R A

Datal0].status Object R FPIRAS
Data[0].status.phase String N BTALIB B, Failed. Available. Pending.

Syncing. Deleting. Unknown




1.3.7 75

GET
/api/appmarket/v1/apis/applications?runtime Type=&arch=&category=&source=&pageNum=1&pa

geSize=10&language=cn
{

"code": 0,

"message": "success",
"currentPage": 1,
"totalCount": 1,

"totalPage": 1,
"data"; [
{

"apiVersion": "appmarket.ccos.io/v1alpha1”,
"kind": "Application",
"metadata": {
"annotations": {
"displayName": "i& 25 (4 i -images %12 & /v 1.0.0",
"remoteSource": "false",
"sourceDisplayName": "7 w7 5",
"sourceName": "appsource-local”
13
"creationTimestamp": "2024-06-20T11:28:59Z7",
"finalizers": [
"application.appmarket.x-ccos.io"
1,
"generation": 1,
"labels": {
"arch": "x86",
"category-100": "true",
"category-103": "true",
"runtimeType": "vm-image",
"source": "appsource-local”

}

"name": "application-cowr2f",



"resourceVersion": "12491230",
"uid": "75a955e5-bc09-4bac-a957-aac282241da8"
3
"spec": {
"appSubscriptionName": "appsubcription-126fe6",
"applicationRef"; {
"apiVersion": "appmarket.ccos.io/vialpha1”,
"kind": "AppVirtualMachine",
"name": "appvirtualmachine-fnktw!"
13
"arch": 1,
"category": [
103,
100
1,
"icon": {
"base64Data": "xxxx",
"mediaType": "image/png"
3
"introduction": "X TRHEAIHT, FSE “ULNAR” BRI REIR M EIZ IR, B
T “6+6N” MLSLENY, KRB B B BN AR, IR T RS 1T RS ER,
e A S EAR RIS, Bttt =, R, "
"name": "Ik 5 H i -images B A,
"source": "appsource-local",
"specification": "FE A K",
"vendor": "E AR B A A IR A ]
"version": "1.0.0"
13
"status": {
"appSubscriptionReady": true,
"conditions": [
{
"lastTransitionTime": "2024-06-20T11:29:00Z",

"meSSage": llll’
"reason": "AsExpected",
"status": "True",

lltype": llReadyll



1,

"lastTransitionTime": "2024-06-20T11:28:59Z7",
"message": "",

"reason": "AsExpected",

"status": "True",

"type": "AppSubscriptionReady"

"lastTransitionTime": "2024-06-20T11:29:00Z",
"message": ",

"reason": "AsExpected",

"status": "True",

"type": "InfraApplicationReady"

"currentVersion": "1.0.0",

"infrastructureReady": true,

"phase": "Available"

}

3
]
}

1.3.8 JR7%SHY
/YL ik

200 pas]
400 TR IR
500 M55 P9 RS 1R
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1.4.2 #EOZKR
’
1.4.3 URL #&3%

/api/appmarket/v1/apis/v1/applications/:name

1.4.4 EKR7FN

GET
1.45 15K ESH
S BEwik SHAR i::pu
name P string N FH 44 R
runtimeType 2 string MR, HAlikfEh: vm-image,container-
operator,container-helm,hpc-spack,edge-
helm,edge-general
1.4.6 1REIS%
S8 S ik
code Int A EI v
message String HE
data Object ol
data.application object MHEE
data.application.apiversion string FE A
data.application.kind string R, —f NApplication
data.application.metadata object TEEAE
data.application.metadata.name string FIRI % 7
data.application.spec.arch string N FH B84
data.application.spec.category array MRS
data.application.spec.icon object N F B bR
data.application.spec.introduction string IVAERENE 3%
data.application.spec.name string N ) 42 7
data.application.spec.source string N B JE B S YR
data.application.spec.vendor string NI R




Egt SHAR Fiz:3u
data.application.spec.version string N F R AR
data.application.spec.appsubscriptionname string 5| F f1appSubsctiption ] % -
data.application.spec.applicationref object 1817 i application H15 &
data.application.status object IRE

1.4.7 7451

GET /api/appmarket/v1/apis/v1/applications/operator-ccos-marketplace-cwp-
v5?runtimeType=container-operator

{

"code": 0,
"message": "success",
"data": {
"application": {
"apiVersion": "appmarket.ccos.io/vialpha1”,
"kind": "Application",
"metadata"; {
"annotations": {
"displayName": "z T.{F 11 # {3 (CWP Operator) 0.0.0-cke202408021341",
"remoteSource": "false",
"sourceDisplayName": "4 )3 F ",
"sourceName": "appsource-local"
13
"creationTimestamp": "2024-07-30T03:36:352",
"finalizers": [
"application.appmarket.x-ccos.io"
1,
"generation": 2,
"labels": {
"arch": "x86-arm",
"category-300": "true",
"category-399": "true",

"runtimeType": "container-operator”,

7



"source":

%

"name":

appsource-local"

operator-ccos-marketplace-cwp-v5",
"resourceVersion": "636418166",
"uid": "e4213753-c07e-45c7-8f89-7a62b8bfc4e4"
2
"spec": {

"appSubscriptionName": "operator-ccos-marketplace-cwp-v5",

"applicationRef": {

"apiVersion": "appmarket.ccos.io/v1alpha1”,

"kind": "AppPackageManifest",

"name":
3
"arch": 3,
"category": [
399,
300
1,

"icon": {

operator-ccos-marketplace-cwp-v5"

"baseb4Data": "xxxx",

"mediaType":

b

"introduction": "1 [E M1 = TAE SR I8 i 2 500 KA . WS UERT 7 e ng
MTEHACNH PR S =E . TR XS TS RN EahBhitswane )y, #
FA P Ak B8 T ) 2 B R 2 e A s, IR 2 B R TAE B 2 e B iR R,

"name": "= TAE % {4 (CWP Operator)”,

image/png"

"source": "appsource-local",

"specification": ™"

"vendor": "1 Eﬁzﬁrﬁﬁvﬁﬁﬁﬁﬁﬂ",

"version": "0.0.0-cke202408021341"
12
"status": {

"appSubscriptionReady": true,

"conditions": [

{
"lastTransitionTime": "2024-07-30T03:36:40Z",

message

"reason": "AsExpected",



"status": "True",

"type": "Ready"

2

{
"lastTransitionTime": "2024-07-30T03:36:40Z",
"message": "",

"reason": "AsExpected",
"status": "True",

"type": "AppSubscriptionReady"

"lastTransitionTime": "2024-07-30T03:36:35Z2",
llmessagell: llll’

"reason": "AsExpected",

"status": "True",

"type": "InfraApplicationReady"

1,
"currentVersion": "0.0.0-cke202408021341",
"infrastructureReady": true,

"phase": "Available"

12
"applicationRef": {
"apiVersion": "appmarket.ccos.io/v1alpha1”,
"kind": "AppPackageManifest",
"metadata"; {
"annotations": {

"alm-examples": "[\n {\n \"apiVersion\": \"operator.ccos.io/v1alpha1\"\n \"kind\":

\"CwpService\"\n \"metadata\": {\n  \"name\": \"cwpservice-sample\"\n },\n \"spec\":
nulln An]",

"capabilities": "Basic Install",
"categories": "Security",

"ccos.io/description-cn": "/ [E L1 = TAEf R ryd g 2 50E R FEUERT Kk
B Al BE TSR AN P SRR T P . TR RS T . SR NAZ I RSB A5 e AR
73, AN P AL B ) A e R, MR E R AR R e iR R "
"ccos.io/displayVersion": "0.0.0.cke202407301114",

"ccos.io/displayname-cn": "z L{E f # {4 (CWP Operator)",



"ccos.io/icon-cn": "xxxx",
"ccos.iof/icon-cn-type™: "image/png",
"ccos.io/providername-cn": " H S EE ARG R AF]",
"channel": "stable-v0",
"console.ccos.io/plugins": "[\"console-plugin-cwp\"]",
"operatorframework.io/suggested-namespace": "sec-cwp-operator"”,
"operators.operatorframework.io/builder": "operator-sdk-v1.21.0",
"operators.operatorframework.io/project_layout": "go.kubebuilder.io/v3",
"packageName": "cwp-operator"
13
"creationTimestamp": "2024-07-30T03:36:35Z2",
"finalizers": [
"apppackagemanifest.appmarket.x-ccos.io"
1,
"generation": 2,
"labels™: {
"appmarket.x-ccos.io/application-name": "operator-ccos-marketplace-cwp-v5",
"appmarket.x-ccos.io/appsubscription-name": "operator-ccos-marketplace-cwp-v5",
"operatorframework.io/arch.amd64": "supported”,
"operatorframework.io/arch.arm64": "supported"
3
"name": "operator-ccos-marketplace-cwp-v5",
"ownerReferences": |
{
"apiVersion": "appmarket.ccos.io/v1alpha1”,
"kind": "Application”,
"name"; "operator-ccos-marketplace-cwp-v5",
"uid": "e4213753-c07e-45c7-8f89-7a62b8bfc4ed"

1
"resourceVersion": "636418152",

"uid": "007bc443-a54f-4e63-8008-7c899bcd9be2"

2
"spec": {
"bucketKey": "09b9dfe42fbd906bd85cdf760bd8b98fcontainer-
operator336793600 DEV-CWP_0.0.0.cke202408021341_x86_64.tar",

"capabilities": "Basic Install",

"catalogSource": {

10



"apiVersion": "operators.coreos.com/vialpha1",
"kind": "CatalogSource",
"metadata”; {
"name": "cwp-v5",
"namespace": "ccos-marketplace"
13
"spec": {
"displayName": "cwp-v5",
"grpcPodConfig": {
"nodeSelector": {
"node-role.kubernetes.io/master": ""

2
"tolerations": [
{
"effect": "NoSchedule",
"key": "node-role.kubernetes.io/master”,
"operator": "Exists"
}
]
13
"icon": {
"baseb4data": ",
"mediatype": "
2

"image": "image.ccos.io/cecstack-sec/cwp-
operator@sha256:7f84b5367ba7c93b248788a181661ef8533a8dc83178a8475848e3404fb6074
d",

"publisher": "cecloud",

"sourceType": "grpc"

3
"status": {}
13
"channel": "stable-v0",
"currentCSV": "cwp-operator.v0.0.0-cke202408021341",
"description": " [ #,1- 2= TTAE SR ORG I g B A R A . RS HERT 4 g . Al R RE SR
PR A PERIE ST IE R TRTA RS T R NRA. EshPiEsEe ey, Bl
FH P R B T W 0 32 B 5 22 4 R, K2 R AR ORI 2 B4 R R,
"fileName": "09b9dfe42fbd906bd85cdf760bd8b98fcontainer-
operator336793600__  DEV-CWP_0.0.0.cke202408021341_x86_64.tar",

11



"installModes":

{

"supported": true,

"type": "OwnNamespace"

"supported": true,

"type": "SingleNamespace"

"supported": false,

"type": "MultiNamespace"

"supported": false,
"type": "AlINamespaces"

1,

"packageName": "cwp-operator",
"provider": " A TFEE ARG IR A A",
"version": "0.0.0-cke202408021341"

b
"status™: {
"currentVersion": "0.0.0-cke202408021341",
"phase": "Available"
}
}
}
}
1.4.8 R7SHY
R7SRD ik
200 o)
400 TR R
500 JI555 A S

12



1.5 A sEfFER
15.1 &R

R ERE 25, B ANISATRIR, FRORBLFISEG] . F U de 2R AL A N 28 2 5 A L R
Il o

1.5.2 #O4%
R
1.5.3 URL #&3%

/api/appmarket/v1/apis/getinstances

1.5.43FKAN
GET
155 1FKEH
SH EHWIE SHHER R
pageNum i Int e
pageSize i Int SEDNIOEAEITR A
language F string =R abit
cells & string Cellfg &
custers s String ERERE
side = String BEMIERZZ4EM, HUE Stenant
runtimeType 7 String N7 FH ST i — 28 A, Wl ik 4 Jvedge,hpe
edge & String BGERMI, NEDZ R H
1.5.6 1B[EI&#
¥ S LA iU
code Int 12 [T
message String HE
data Object B
Data[0].application Object MR
Data[0].application.displayName String IR R A S

13



¥ et e
Data[0].application.displayNameCN String N RS 44 R
Data[0].application.runtimeType String MR
Data[0].application.arch String P SRR 2R
Data[0].application.category Array NS
Data[0].instance Array I FH SEAIAE B
Data[0].instance[0].releaseName String ggg{);ﬁ’\]release%%, WRAFheImBL RS, T
Data[0].instance[0].vmName String N S R LA B
Data[0].instance[0].vmId String . FH S48 R i
Data[0].instance[0].csvName String M. H clusterserviceversion ] 4 #x
Data[0].instance[0].subName String N FH fisubscription ) 44 &
Data[0].instance[0].nameSpace String N S8 BT LE B i 4 2 ]
Data[0].instance[0].phase String N S5 B B B
Data[0].instance[0].creationTimestamp | String B i R
Data[0].instance[0].plugins String e
Data[0].instance[0].zone String Fr{Efizone
Data[0].instance[0].cluster String F @ AR

1.5.7 /=5

1. @K KB

GET
/vl/apis/getInstances?pageNum=1&pageSize=999&cells=%7B%22z0onel%22:%22devcluster6917%22%7

D&clusters=&language=cn&runtimeType=&side=tenant

2. IEEIRERB:

{

"code": 0,

"message": "success",

"data": [

{
"application": {

"displayName": "z TAEMEEY (CWP Operator) 0.0.0-cke202408021341",
"displayNameCN": "= LAEfIKMRY" (CWP Operator) 0.0.0-cke202408021341",
"runtimeType": "container-operator",
"arch": "X86/ARM",
"category": [

1130011,

14



"399"

I

"source": "cwp-vb",

"operation": {
"start": false,
"stop": false,
"upgrade": false,

"restart": false

b
"instance": [

{

"vmName": "",

"vmId": "",
"csvName": "cwp-operator.v0.0.0-cke202408021341",
"subName": "cwp-operator-1722578650493168470",
"nameSpace": "sec-cwp-operator",
"phase": "Succeeded",
"failReason": "",

"failMessage":

"creationTimestamp": "2024-08-02T06:04:392",

nn
14

"plugins": "[\"console-plugin-cwp\"]",
"zone": "",

"cluster": "cke-0250gzdvyt",
"releaseName": "",
"clusterId": "",
"clusterName": "",

"nodeId": "",

"clusterType": "",
"nodeName": "",

"version": "",
"upgradeableVersion": "",

"applicationId": "",
"tenantMenuName": "",
"tenantMenuNamespace": "",
"tenantId": "",
"conditions"™: null,
"sshPort": 0,
"sshUserName": "",
"sshUserPassword": "",
"operationID": "",
"appSource": "",
"appGeneralName": "",
"appGeneralReleaseName": "",
"health": {},

"log": {}

15



}

1.5.8 R7SH

/YT ik
200 J%Zh
400 i RA
500 JIR 55 PR AR

1.6 M SEBEF
1.6.1 EEHR

B FA N SEE RGBSR SRS . SERE AT B B
1.6.2 #FEOLR

AL (0 S0 A R Bk e 2 B L VR AE4S S,
IR o

1.6.3 URL &=\

UM o R PRS2 10 B4 X R 4188 operator 257

(i3

/api/appmarket/v1/apis/clusterServiceVersion?namespace=sec-cwp-operator&csvname=cwp-
operator.v0.0.0-cke202408021341&clusterld=cke-0250gzdvyt&runtimeType=container-operator

\E < > AY R
1.6.4 15K AN
GET
TR
1.6.51FKEH
2 REWIE SHAR Fi::3u
Namespace b= Int Clusterserviceversion % i T J& 1 i 44 75 [f]
Csvname & String Clusterserviceversion % i 1) 4 7
cell & Object Clusterserviceversion % J5 AT £ K cell

16



1.6.6 IR[EISH

¥ SHAER A
code Int IR AR
message String HE
data Object A€
data.apiVersion String ApiR A, “Noperators.coreos.com/vlalphal
Data.kind String SEE RS HY, {E N”ClusterServiceVersion”
Data.Metadata Object S ) e A
Data.metadata.name String SEA 1) 44 7
Data.spec.description String MRS
Data.spec.displayName | Array N FH ) 2 7R 44 FR
Data.spec.icon Array N FH ) A
Data.spec.provider Object R I R AR B
Data.spec.version String IMEELiN) &N
Data.status String N BRAS

1.6.7 7=

1. @K KB

GET /api/appmarket/v1/apis/clusterServiceVersion?namespace=sec-cwp-
operator&csvname=cwp-operator.v0.0.0-cke202408021341&clusterld=cke-
0250qzdvyt&runtimeType=container-operator

2. IERIRERH:
{

"code": 0,
"message": "success",
"data": {
"apiVersion": "operators.coreos.com/vialpha1",
"kind": "ClusterServiceVersion",
"metadata": {
"annotations™: {

"alm-examples": "[\n {\n \"apiVersion\": \"operator.ccos.io/v1alpha1\"\n \"kind\":
\"CwpService\"\n \"metadata\": {\n  \"name\": \"cwpservice-sample\"\n }\n \"spec\":
nulln 7\n]",

17



"capabilities": "Basic Install",
"categories": "Security",

"ccos.io/description-cn": " [E L1 = TAEf A SRyl id i 2 50E R A . FSAEDT 7 S0 |
Al BB BT SEHAR YA PR A B 705 f IR AR T . RN EaIB 5 226/,
FEARMY A B T Im ) NS 2 R, WEZ ER TAERER 2R, ",
"ccos.io/displayVersion": "0.0.0.cke202408021341",

"ccos.io/displayname-cn": "z TA{E 1 £ %4 (CWP Operator)",
"ccos.io/icon-cn"; "xxxx",

"ccos.io/icon-cn-type™: "image/png",

"ccos.io/providername-cn": " H 1 HEHE ARG R A A",

"console.ccos.io/plugins": "[\"console-plugin-cwp\"]",

"olm.operatorGroup": "sec-cwp-operator-gvdvr",

"olm.operatorNamespace": "sec-cwp-operator",

"olm.targetNamespaces": "sec-cwp-operator",

"operatorframework.io/properties":
"(\"properties\":[{\"type\":\"olm.gvk\" \"value\":{\"group\":\"operator.ccos.io\" \"kind\":\"CwpService\"
N\"version\":\"v1alpha1\"}},{\"type\":\"olm.package\",\"value\":{\"packageName\":\"cwp-
operator\",\"version\":\"0.0.0-cke202408021341\"}}]}",

"operatorframework.io/suggested-namespace": "sec-cwp-operator”,

"operators.operatorframework.io/builder": "operator-sdk-v1.21.0",

"operators.operatorframework.io/project_layout": "go.kubebuilder.io/v3",
"packageName": "cwp-operator"

2

"creationTimestamp": "2024-08-02T06:04:392",

"generation”: 1,

"labels": {
"olm.api.8ad3340c84ff408a": "provided”,
"operatorframework.io/arch.amd64": "supported”,
"operatorframework.io/arch.arm64": "supported",
"operators.coreos.com/cwp-operator.sec-cwp-operator": ""

12

"name": "cwp-operator.v0.0.0-cke202408021341",

"namespace": "sec-cwp-operator”,

"resourceVersion": "675663",

"uid": "8123e887-5425-42cc-97f2-5f47d7a88acf"
3
"spec": {

"apiservicedefinitions": {},

"cleanup": {

18



"enabled": false
3
"customresourcedefinitions™: {
"owned": [
{
"description": "CwpService is the Schema for the cwpservices API",
"displayName": "Cwp Service",
"kind": "CwpService",
"name": "cwpservices.operator.ccos.io",
"version": "v1alpha1"

2

"description": " [E 1= TAE Ryl i B3R R FEUEDTI S90S . AL B BE M
SHANAH PR T G AL WAL, BN EahBiEsseage ), il
JREE T ) 2 e K, W2 R R T AR SR 2 B i R R,

"displayName": "z T{E £ £ fx 4" (CWP Operator)",

"icon": [

{
"base64data™: ",

"mediatype": "image/png"

1,
"install": {
"spec": {
"clusterPermissions": [
{

"rules": [

{

"apiGroups": [

1,

"resources": [
"configmaps",
"namespaces”,
"serviceaccounts",
"endpoints”,

"services",
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"secrets",

"pods",

"events",

"nodes",
"persistentvolumes"

1,

"verbs": [

nkn

"apiGroups": [
"apiextensions.k8s.io"
1,
"resources": [
"customresourcedefinitions"
1,
"verbs": [
"get",
"list",
"watch",
"create",
"update”,
"patch",
"delete"

"apiGroups": [
"console.ccos.io"
],
"resources":
"consoleplugins”
],
"verbs": [
"get",
"list",

"watch",
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"create",

"update”,
"patch",
"delete"
]
3
{

"apiGroups": [
"coordination.k8s.io"

1,

"resources"; [
"leases"

1,

"verbs": [
"get",
"list",
"watch",
"create”,
"update",
"patch",
"delete"

"apiGroups": [
"operator.ccos.io"

1,

"resources": [
"cwpservices",
"ccosmysqldatabases",
"productservices",
"servicedescriptions",
"alertproducts”,
"alertproductmetrics”,
"alertproductrules”,
"inspectiongroups”,
"productspecs”,
"lifecycleservices",
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"inspectionitems"
1,
"verbs": [
"create",
"delete",
"get",
"list",
"patch",
"update”,

"watch"

"apiGroups": [
"ccosredis.operator.ccos.io"
1,
"resources": [
"redisreplications”
1,
"verbs": [
"create",
"delete",
"get",
"list",
"patch",
"update”,

"watch"

"apiGroups": [
"operator.ccos.io"

]!

"resources": [
"cwpservices/finalizers"

]!

"verbs": [

"update"
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"apiGroups": [
"operator.ccos.io"
],
"resources": [
"cwpservices/status”
1,
"verbs": [
"get",
"patch”,

"update"

"apiGroups": [
"apps"

1,

"resources": [
"deployments",
"daemonsets",
"statefulsets”,
"persistentvolumes"

],

"verbs": [

nixn

"apiGroups": [
"policy"
1,
"resources": [
"poddisruptionbudgets"
1,

"verbs": [

nikn
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"apiGroups": [
"monitoring.coreos.com”
1,
"resources": [
"servicemonitors"
1,
"verbs": [
"create",
"delete",
"get",
"list",
"patch”,
"update",

"watch"

"apiGroups": [
"rbac.authorization.k8s.io"
1,
"resources"; [
"clusterroles”,
"clusterrolebindings”,
"roles",
"rolebindings"

1,

"verbs": [

win

"apiGroups": [
"ccos.io"

1,

"resources": [
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"blockdeviceclaims",
"blockdeviceclaims/status”

1,

"verbs": [

nkn

"apiGroups": [
"config.ccos.io"

1,

"resources": [
"infrastructures”,
"apiservers"

1,

"verbs": [

llgetll

"apiGroups": [
"config.ccos.io"
]1
"resources"; [
"infrastructures"
]1
"verbs": [
""St",

"watch"

"apiGroups": [
"config.ccos.io"

1,

"resources": [

"clusteroperators/status”
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"verbs": [
"create",
"delete",
"get",
"patch",
"update”,
"list",

"watch"

"apiGroups": [
"config.ccos.io"

1,

"resources": [
"clusteroperators"

1,

"verbs": [
"create",
"delete",

"get",
"patch",
"update”,
"list",

"watch"

"apiGroups": [
"authentication.k8s.io"

]!

"resources":
"tokenreviews"

]!

"verbs": [

"create"
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"apiGroups": [
"authorization.k8s.i0"

]1

"resources": [
"subjectaccessreviews"

]1

"verbs": [

"create"

"apiGroups": [
"security.ccos.io"

]1

"resourceNames": [
"hostnetwork"

]1

"resources": [

"securitycontextconstraints"

],
"verbs": [
"use"
]
2
{

"apiGroups": [
"discovery.k8s.io"
1,
"resources":
"endpointslices"
1,
"verbs": [
""St",

"watch"
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"apiGroups": [
"multicluster.ccos.io"
1,
"resources": [
"clusterplannings”
1,
"verbs": [
"get’,
"watch",
"list"

"apiGroups": [
"doko.ccos.io"

1,

"resources": [
"dokodemodoors",
"dokodemodoors/finalizers"

],

"verbs": [

nixn

"apiGroups": [
"doko.ccos.io"

1,

"resources":
"dokodemogateways",
"dokodemogateways/finalizers"

1,

"verbs": [

"create”,
"delete",
"get",
"list",

"patch",
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"apiGroups": [
"doko.ccos.io"

1,

"resources": [
"dokodemoglobaldoors"

1,

"verbs": [
"create",
"delete",
"get",

"list",
"patch",
"update”,

"watch"

"apiGroups": [
"gateway.networking.k8s.io"

1,

"resources": [
"httproutes"

1,

"verbs": [
"create",
"delete",
"get",

"list",
"patch",
"update”,

"watch"
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"apiGroups": [
"mariadb.ccos.io"

1,

"resources": [
"databases"

1,

"verbs": [
"create",
"delete",
"get",

"list",
"patch",
"update",

"watch"

"apiGroups": [
"operator.ccos.io"

1,

"resources"; [
"operationmenus”,
"operationleftmenus"

1,

"verbs": [

"create",
"delete",
"get",
"list",
"patch”,
"update”,

"watch"

"apiGroups": [
"operator.ccos.io"
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1,

"resources": [
"operationtopbarmenus”

1,

"verbs": [
"create",
"delete",
"get",

"list",
"patch",
"update",

"watch"

"apiGroups": [
"operator.ccos.io"
1,
"resources"; [
"operationusers"
1,
"verbs": [
"create”,
"delete",
"get",
"list",
"patch",
"update”,

"watch"

"apiGroups": [
"operator.ccos.io"

1,

"resources": [

"securitycontextconstraints"
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"verbs": [
"create",
"delete",
"get",
"list",
"patch",
"update”,

"watch"

"apiGroups": [
"operator.ccos.io"
1,
"resources": [
"tenantleftmenus”
1,
"verbs": [
"create",
"delete",
"get",
"list",
"patch",
"update",

"watch"

"apiGroups": [
"operator.ccos.io"
1,
"resources":
"tenantmenus”
1,
"verbs": [
"create”,
"delete”,
"get",
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"“St",

"patch",
"update”,
"watch"
]
3
{

"apiGroups": [
"operator.ccos.io"
1,
"resources"; [
"tenanttopbarmenus"
1,
"verbs": [
"create",
"delete",
"get",
"list",
"patch",
"update”,

"watch"

"apiGroups": [
"operator.ccos.io"

1,

"resources": [
"transportsusers",
"ProductService"

1,

"verbs": [

"create”,
"delete",
"get",
"list",
"patch",

"update",
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"apiGroups": [
"paas.ccos.io"

1,

"resources": [
"kafkaclusters",
"redis"

1,

"verbs": [
"create",
"delete",
"get",

"list",
"patch",
"update”,

"watch"

"apiGroups": [
"rbac.authorization.k8s.io"
1,
"resources": [
"clusterrolebindings"
1,
"verbs": [
"create",
"delete",
"get",
"list",
"patch",
"update”,

"watch"
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"apiGroups": [
"rbac.authorization.k8s.io"

1,

"resources": [
"clusterroles”

1,

"verbs": [
"create",
"delete",
"get",

"list",
"patch",
"update",

"watch"

"apiGroups": [
"rbac.authorization.k8s.i0"

1,

"resources"; [
"rolebindings"

1,

"verbs": [
"create”,
"delete",
"get",

"list",
"patch",
"update”,

"watch"

"apiGroups": [
"rbac.authorization.k8s.io"
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"resources": [
"roles"

1,

"verbs": [
"create",
"delete",
"get",

"list",
"patch",
"update”,

"watch"

"apiGroups": [
"route.ccos.io"

1,

"resources": [
"routes”,
"routes/custom-host"

1,

"verbs": [
"create”,
"delete",

"get",
"list",
"patch",
"update”,

"watch"

"apiGroups": [
"authentication.k8s.io"

1,

"resources": [

"tokenreviews"
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"verbs": [

"create"

"apiGroups": [
"authorization.k8s.i0"

],

"resources": [
"subjectaccessreviews"

],

"verbs": [

"create"

"apiGroups": [
"operator.ccos.io"

1,

"resources": [
"cwpservices"

1,

"verbs": [
"create",
"delete",
"get"”,

"list",
"patch",
"update”,

"watch"

"apiGroups": [
"operator.ccos.io"

]!
"resources": [

"cwpservices/finalizers"

37



1,

"verbs": [

"update”

"apiGroups": [
"operator.ccos.io"
1,
"resources": [
"cwpservices/status"
1,
"verbs": [
"get",
"patch”,

"update"

"apiGroups": [
"authentication.k8s.io"

],

"resources": [
"tokenreviews"

]1

"verbs": [

"create"

"apiGroups": [
"authorization.k8s.i0"

]!

"resources": [
"subjectaccessreviews"

]!

"verbs": [

"create"
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"apiGroups": [
"admissionregistration.k8s.i0"

],

"resources": [

"validatingwebhookconfigurations"

1,
"verbs": [
"create",
"delete",
"get",
"list",
"patch”,
"update",
"watch"
]
}
1,
"serviceAccountName": "cwp-operator-controller-manager"
}
1,
"deployments": [
{
"label": {
"control-plane": "controller-manager"
3
"name": "cwp-operator-controller-manager”,
"spec": {
"replicas": 1,
"selector": {

"matchLabels"; {

"control-plane": "controller-manager”

2
"strategy": {},
"template": {
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"metadata": {
"annotations": {
"kubectl.kubernetes.io/default-container": "manager”
2
"creationTimestamp": null,
"labels"; {

"control-plane": "controller-manager"

|3
"spec": {
"affinity": {
"nodeAffinity": {

"preferredDuringSchedulinglgnoredDuringExecution"; [

{
"preference": {
"matchExpressions": [
{
"key": "node-pool.ccos.io/sec-controller”,
"operator": "In",
"values":
"true"
]
}
]
3
"weight": 2
13
{
"preference": {
"matchExpressions": [
{
"key": "node-role.kubernetes.io/master”,
"operator": "Exists"
}
]
3
"weight": 1
}
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b
"containers": [
{

"args": [
"--health-probe-bind-address=:8081",
"--metrics-bind-address=127.0.0.1:8080"

1,

"command": [

"/manager"
1,
"env": [
{
"name": "AGENT_IMAGE",

"value": "image.ccos.io/cecstack-sec/cwp-
operator@sha256:a45915b7610c7e69bdb97b741fb6d6c4555932e24546265624€593890f0bas5
7"

13
{
"name": "CONTROLLER_IMAGE",
"value": "image.cestc.cn/secdb/cecstack-cwp-controller:DEV-
CWP0.0.0-cke202408021341"
13
{
"name": "CONSOLE_IMAGE",
"value": "image.cestc.cn/secdb/cecstack-cwp-console:DEV-
CWPO0.0.0-cke202408021341"
13
{

"name": "AVSCANNER_IMAGE",

"value": "image.cestc.cn/secdb/cecstack-cwp-av-
scanner:DEV-CWPO0.0.0-cke202408021341"

12
{
"name": "LOGSERVER_IMAGE",
"value": "image.cestc.cn/secdb/cecstack-cwp-logserver:DEV-
CWPO0.0.0-cke202408021341"
3
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"name": "WEB_IMAGE",

"value"; "image.cestc.cn/secdb/console-plugin-cwp:DEV-
CWP0.0.0-cke202408021341"

"name": "SCANNER_SERVER_IMAGE",

"value": "image.cestc.cn/secdb/cecstack-cwp-scanner-
server:.DEV-CWP0.0.0-cke202408021341"

b

{
"name": "SCANNER_CLIENT_IMAGE",

"value": "image.cestc.cn/secdb/cecstack-cwp-scanner-
client:DEV-CWP0.0.0-cke202408021341"

13
{
"name": "Ti_IMAGE",
"value": "image.cestc.cn/secdb/cecstack-cwp-ti:DEV-
CWP0.0.0-cke202408021341"
13
{

"name": "KUBEBENCH_IMAGE",

"value": "image.ccos.io/cecstack-sec/cwp-
operator@sha256:b5dcc402dad2e4c622f19edale0ffb6966ad27deadbc85d720f63e7b4c567395"

13
{
"name": "UPDATER_IMAGE",
"value": "image.cestc.cn/secdb/cecstack-cwp-updater:DEV-
CWP0.0.0-cke202408021341"
12
{
"name": "LOGSTASH_IMAGE",
"value": "image.cestc.cn/secdb/cecstack-cwp-logstash:DEV-
CWP0.0.0-cke202408021341"
13
{

"name": "GRAPHD_IMAGE",

"value": "image.ccos.io/cecstack-sec/cwp-
operator@sha256:88674038cec3140dacd7262fc5c7f8d33f13f5¢c8cc35161635183ab4cfd53902"
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"name": "DES_CORE_SVC",

"value": "cluster.ccos-des-service:7054"

"name": "DES_REDIS_USER",

"value": "ccosredis"

"name";: "DES_REDIS_PWD",
"value": "123456"

"name": "DES_MYSQL_USER",

"value": "desseccwp"

"name": "DES_MYSQL_PWD",
"value": "cwp@123"

2

{
"name": "CLUSTER_TYPE",
"value": "CKE"

}

],

"image": "image.ccos.io/cecstack-sec/cwp-
operator@sha256:1ddd4aa2b0a99c98bcac494f460a2ea56f0be81c375d05cccbel0ad9a75b3420
b",

"imagePullPolicy": "Always",

"livenessProbe": {

"hitpGet": {
"path": "/healthz",
"port": 8081

13

"initialDelaySeconds": 15,

"periodSeconds": 20
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"name": "manager"”,

"readinessProbe": {

"httpGet": {
"path": "/readyz",
"port": 8081

2

"initialDelaySeconds": 5,
"periodSeconds": 10
2
"resources": {
"requests": {
"cpu": "10m",
"memory": "64Mi"

}1
"securityContext": {

"allowPrivilegeEscalation": false

],
"securityContext": {
"runAsNonRoot": true
2
"serviceAccountName": "cwp-operator-controller-manager”,
"terminationGracePeriodSeconds": 10,
"tolerations": [

{
"effect™: "NoSchedule",
"key": "node-role.kubernetes.io/master",
"operator": "Exists"

}

]
}
}
}

1,

"permissions™: [
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"rules": [

{

"apiGroups": [

1,

"resources": [
"configmaps"

1,

"verbs": [
"get",
"list",
"watch",
"create",
"update”,
"patch",

"delete"

"apiGroups": [
"coordination.k8s.io"

1,

"resources"; [
"leases"

1,

"verbs": [
"get",
"list",
"watch",
"create”,
"update”,
"patch",
"delete"

"apiGroups": [
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],

"resources": [

"events"
],
"verbs": [
"create",
llpatchll
]
}
],
"serviceAccountName": "cwp-operator-controller-manager"
}
]
}1
"strategy": "deployment"
}1
"installModes": [
{
"supported": true,
"type": "OwnNamespace"
b
{
"supported": true,
"type": "SingleNamespace"
}1
{
"supported": false,
"type": "MultiNamespace"
b
{
"supported": false,
"type": "AlINamespaces”
}
1
"keywords": [
"security"
1,
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"links": [
{
"name": "Cwp Operator”,

"url": "https://cwp-operator.domain"

1,
"maturity": "alpha",
"provider™: {
"name": "t LRI EERAG IR A A"
3
"relatedimages": [

{

"image": "image.ccos.io/cecstack-sec/cwp-
operator@sha256:a45915b7610c7e69bdb97b741fb6d6c4555932e24546265624€593890f0bas5
7"’

"name": "cwp-agent"

"image": "image.ccos.io/cecstack-sec/cwp-
operator@sha256:1ddd4aa2b0a99c98bcac494f460a2ea56f0be81¢375d05cccbe0ad9a75b3420
bll,

"name"; "cwp-operator"

"image": "image.ccos.io/cecstack-sec/cwp-
operator@sha256:b5dcc402dad2e4c622f19edale0ffb6966ad27deadbc85d720f63e7b4c567395"

"name": "cwp-kube-bench"

"image": "image.ccos.io/cecstack-sec/cwp-
operator@sha256:88674038cec3140dacd7262fc5¢c7f8d33f13f5c8cc35161635183ab4cfd53902",

"name": "cwp-graphd"

1,
"version": "0.0.0-cke202408021341"

}1
"status": {

"cleanup": {},
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"conditions": [

{

"lastTransitionTime": "2024-08-02T06:04:40Z",
"lastUpdateTime": "2024-08-02T06:04:40Z2",
"message": "requirements not yet checked",
"phase": "Pending",

"reason": "RequirementsUnknown"

"lastTransitionTime": "2024-08-02T06:04:40Z",
"lastUpdateTime": "2024-08-02T06:04:40Z2",

"message": "one or more requirements couldn't be found",
"phase": "Pending",

"reason": "RequirementsNotMet"

"lastTransitionTime": "2024-08-02T06:04:44Z",
"lastUpdateTime": "2024-08-02T06:04:44Z7",
"message": "all requirements found, attempting install",
"phase": "InstallReady",

"reason": "AlIRequirementsMet"

"lastTransitionTime": "2024-08-02T06:04:45Z",
"lastUpdateTime": "2024-08-02T06:04:45Z7",

"message": "waiting for install components to report healthy",
"phase": "Installing",

"reason": "InstallSucceeded"

"lastTransitionTime": "2024-08-02T06:04:45Z",
"lastUpdateTime": "2024-08-02T06:04:45Z2",
"message"; "installing: waiting for deployment cwp-operator-controller-manager to

become ready: waiting for spec update of deployment \"cwp-operator-controller-manager\" to be

observed..."

"phase": "Installing",

"reason": "InstallWaiting"
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"lastTransitionTime": "2024-08-02T06:05:06Z",
"lastUpdateTime": "2024-08-02T06:05:06Z",
"message": "install strategy completed with no errors”,
"phase": "Succeeded",

"reason": "InstallSucceeded"

1,

"lastTransitionTime": "2024-08-02T06:05:06Z",
"lastUpdateTime": "2024-08-02T06:05:062",
"message": "install strategy completed with no errors”,
"phase": "Succeeded",

"reason": "InstallSucceeded",

"requirementStatus"; [

{
"group": "apiextensions.k8s.io0",
"kind": "CustomResourceDefinition",
"message": "CRD is present and Established condition is true",
"name": "cwpservices.operator.ccos.io",
"status": "Present",
"uuid": "13fb3252-77be-4d23-99ec-b35ec57ede30",
"version": "v1"
13
{

"dependents": [
{
"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",
"message": "namespaced

rule:{\"verbs\":[\"get\" \"list\" \"watch\",\"create\" \"update\" \"patch\" \"delete\"] \"apiGroups\":[\"\"],\"
resources\":[\"configmaps\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",
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"message": "namespaced
rule:{\"verbs\":[\"get\" \"list\" \"watch\",\"create\" \"update\" \"patch\" \"delete\"],\"apiGroups\":[\"coor
dination.k8s.io\"],\"resources\":[\"leases\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "namespaced
rule:{\"verbs\":[\"create\" \"patch\"] \"apiGroups\":[\"\"],\"resources\":[\"events\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"*\"],\"apiGroups\":[\"\"],\"resources\":[\"configmaps\",\"namespaces\" \"serviceacc
ounts\" \"endpoints\" \"services\"\"secrets\" \"pods\" \"events\" \"nodes\" \"persistentvolumes\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"get\" \"list\" \"watch\" \"create\" \"update\",\"patch\",\"delete\"],\"apiGroups\":[\"apie
xtensions.k8s.io\"],\"resources\":[\"customresourcedefinitions\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"get\" \"list\"\"watch\" \"create\",\"update\",\"patch\",\"delete\"],\"apiGroups\":[\"con
sole.ccos.io\"],\"resources\":[\"consoleplugins\"]}",

"status": "Satisfied",
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"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"get\",\"list\"\"watch\" \"create\",\"update\",\"patch\",\"delete\"],\"apiGroups\":[\"coor
dination.k8s.io\"],\"resources\":[\"leases\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"ope
rator.ccos.io\"],\"resources\":[\"cwpservices\" \"ccosmysgqldatabases\" \"productservices\",\"servic
edescriptions\" \"alertproducts\",\"alertproductmetrics\" \"alertproductrules\",\"inspectiongroups\" \"
productspecs\" \"lifecycleservices\" \"inspectionitems\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\" \"list\"\"patch\" \"update\",\"watch\"],\"apiGroups\":[\"cco
sredis.operator.ccos.io\"],\"resources\":[\"redisreplications\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"update\"],\"apiGroups\":[\"operator.ccos.io\"],\"resources\":[\"cwpservices/finalizer
SV,

"status": "Satisfied",

"version": "v1"
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"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"get\"\"patch\" \"update\"],\"apiGroups\":[\"operator.ccos.io\"],\"resources\":[\"cwps
ervices/status\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io0",

"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"*\"],\"apiGroups\":[\"apps\"],\"resources\":[\"deployments\" \"daemonsets\",\"statef
ulsets\" \"persistentvolumes\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"*\"],\"apiGroups\":[\"policy\"],\"resources\":[\"poddisruptionbudgets\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.i0",
"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\" \"list\",\"patch\",\"update\"\"watch\"],\"apiGroups\":[\"mon
itoring.coreos.com\"],\"resources\":[\"servicemonitors\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",
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"message": "cluster
rule:{\"verbs\":[\"*\"],\"apiGroups\":[\"rbac.authorization.k8s.io\"],\"resources\":[\"clusterroles\" \"clu
sterrolebindings\",\"roles\" \"rolebindings\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",
"message": "cluster

rule:{\"verbs\":[\"*\"],\"apiGroups\":[\"ccos.io\"],\"resources\":[\"blockdeviceclaims\" \"blockdevicecl
aims/status\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"get\"]\"apiGroups\":[\"config.ccos.io\"],\"resources\":[\"infrastructures\",\"apiserver
SV,

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"list\",\"watch\"]\"apiGroups\":[\"config.ccos.io\"],\"resources\":[\"infrastructures\"]}"

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"patch\" \"update\",\"list\" \"watch\"],\"apiGroups\":[\"conf

ig.ccos.io\"],\"resources\":[\"clusteroperators/status\"]}",
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"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"patch\" \"update\",\"list\" \"watch\"],\"apiGroups\":[\"conf
ig.ccos.io\"],\"resources\":[\"clusteroperators\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\"]\"apiGroups\":[\"authentication.k8s.io\"],\"resources\":[\"tokenreviews\"]}"

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",
"message": "cluster

rule:{\"verbs\":[\"create\"],\"apiGroups\":[\"authorization.k8s.io\"],\"resources\":[\"subjectaccessrevi
eWS\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"use\"],\"apiGroups\":[\"security.ccos.io\"],\"resources\":[\"securitycontextconstraint
s\"],\"resourceNames\":[\"hostnetwork\"]}",

"status": "Satisfied",

"version": "v1"
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"group": "rbac.authorization.k8s.io",

"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"list\",\"watch\"] \"apiGroups\":[\"discovery.k8s.io\"],\"resources\":[\"endpointslices\"
I}

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"get\" \"watch\" \"list\"],\"apiGroups\":[\"multicluster.ccos.io\"]\"resources\":[\"cluste
rplannings\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",
"message": "cluster

rule:{\"verbs\":[\"*\"],\"apiGroups\":[\"doko.ccos.io\"],\"resources\":[\"dokodemodoors\",\"dokodemo
doors/finalizers\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.i0",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\",\"list\"\"patch\"\"update\" \"watch\"],\"apiGroups\":[\"dok
o.ccos.io\"]\"resources\":[\"dokodemogateways\",\"dokodemogateways/finalizers\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",

55



"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"dok
o.ccos.io\"] \"resources\":[\"dokodemoglobaldoors\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"gate
way.networking.k8s.io\"],\"resources\":[\"httproutes\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\" \"list\"\"patch\" \"update\" \"watch\"],\"apiGroups\":[\"mari
adb.ccos.io\"]\"resources\":[\"databases\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\",\"list\"\"patch\",\"update\" \"watch\"],\"apiGroups\":[\"ope
rator.ccos.io\"],\"resources\":[\"operationmenus\",\"operationleftmenus\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"ope

rator.ccos.io\"],\"resources\":[\"operationtopbarmenus\"]}",
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"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"ope
rator.ccos.io\"],\"resources\":[\"operationusers\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\" \"list\",\"patch\",\"update\" \"watch\"],\"apiGroups\":[\"ope
rator.ccos.io\"],\"resources\":[\"securitycontextconstraints\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"ope
rator.ccos.io\"],\"resources\":[\"tenantleftmenus\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\" \"list\"\"patch\" \"update\" \"watch\"],\"apiGroups\":[\"ope
rator.ccos.io\"],\"resources\":[\"tenantmenus\"]}",

"status": "Satisfied",

"version": "v1"
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"group": "rbac.authorization.k8s.io",

"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"ope
rator.ccos.io\"],\"resources\":[\"tenanttopbarmenus\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"ope
rator.ccos.io\"],\"resources\":[\"transportsusers\" \"ProductService\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"] \"apiGroups\":[\"paa
s.ccos.io\"],\"resources\":[\"kafkaclusters\" \"redis\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.i0",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\" \"list\"\"patch\",\"update\",\"watch\"],\"apiGroups\":[\"rbac
.authorization.k8s.io\"],\"resources\":[\"clusterrolebindings\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",
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"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"rbac
.authorization.k8s.io\"],\"resources\":[\"clusterroles\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"rbac
.authorization.k8s.io\"],\"resources\":[\"rolebindings\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\" \"list\"\"patch\" \"update\",\"watch\"],\"apiGroups\":[\"rbac
.authorization.k8s.io\"],\"resources\":[\"roles\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\" \"list\",\"patch\" ,\"update\" \"watch\"],\"apiGroups\":[\"rout
e.ccos.io\"]\"resources\":[\"routes\",\"routes/custom-host\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\"],\"apiGroups\":[\"authentication.k8s.io\"],\"resources\":[\"tokenreviews\"]}"
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"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\"],\"apiGroups\":[\"authorization.k8s.io\"]\"resources\":[\"subjectaccessrevi
ews\"[}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\",\"get\" \"list\",\"patch\",\"update\" \"watch\"],\"apiGroups\":[\"ope
rator.ccos.io\"],\"resources\":[\"cwpservices\"]}",

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"update\"],\"apiGroups\":[\"operator.ccos.io\"],\"resources\":[\"cwpservices/finalizer
sV,

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",

"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"get\" \"patch\" \"update\"],\"apiGroups\":[\"operator.ccos.io\"],\"resources\":[\"cwps
ervices/status\"]}",

"status": "Satisfied",

"version": "v1"
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"group": "rbac.authorization.k8s.io",
"kind"; "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\"]\"apiGroups\":[\"authentication.k8s.io\"],\"resources\":[\"tokenreviews\"]}"

"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\"],\"apiGroups\":[\"authorization.k8s.io\"],\"resources\":[\"subjectaccessrevi

eWS\ll]}ll’
"status": "Satisfied",

"version": "v1"

"group": "rbac.authorization.k8s.io",
"kind": "PolicyRule",

"message": "cluster
rule:{\"verbs\":[\"create\" \"delete\" \"get\" \"list\" \"patch\" \"update\" \"watch\"],\"apiGroups\":[\"adm
issionregistration.k8s.io\"]\"resources\":[\"validatingwebhookconfigurations\"]}",

"status": "Satisfied",

"version": "v1"

1,

"group": "",

"kind": "ServiceAccount",

"message": "",

"name"; "cwp-operator-controller-manager”,
"status™: "Present",

"version": "v1"
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